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EXECUTIVE SUMMARY

The St. Louis County Auditor’s Office performed an audit of the Productive Living Board for St. Louis County Citizens with Disabilities.  The authority for the establishment of the Productive Living Board is within Section 205.970, of the Revised Statutes of the State of Missouri.
The Productive Living Board for St. Louis County Citizens with Developmental Disabilities is a tax-exempt organization that was established by St. Louis County voters in 1979 for the purpose of providing services to citizens of the County with developmental disabilities.  The Agency can provide and/or contract for services to individual with disabilities, including residential, vocational and transportation support services.  
The seven board members are appointed by the St. Louis County Executive and confirmed by the St. Louis County Council.  The organization has twelve employees, who administer funding that is approved by the Board and provided to thirty-five agencies. 

According to the guidance provided by the Governmental Accounting Standards Board (GASB) the Agency is considered to be a component unit of the County for financial reporting purposes.  A component unit is a legally separate organization for which the elected officials of the primary government are financially accountable.  According to the Governmental Accounting Standards Board, the appointing officials, the board members and executive management are accountable for financial controls within the organization.

The Productive Living Board maintains their own financial statements on computer hardware, a network and applications systems that are mostly separate from St. Louis County.  Their financial statements are subjected to an annual independent external audit.  St. Louis County collects and remits taxes to the Productive Living Board.  The County also manages certain pooled investment accounts used by the Productive Living Board.

Annually, the Productive Living Board is subject to an external audit for the purpose of providing financial statements and an opinion on those financial statements.  Within each of these annual audits, an external audit firm is required to review controls over financial reporting processes.  Controls on financial reporting processes are examined to ensure that there are no material control weaknesses.  A material weakness is one that could result in a significant misstatement within the organization’s financial statements.  Controls in additional areas may be reviewed by the external audit firm, but there are no requirements to do so as part of their annual financial statement audit.  We reviewed the most recent financial statements and audit opinion as part of the planning process for this audit.  No material weaknesses were noted within the last audit report issued.  
Planning for this audit started in April of 2016.  Policies, procedures and documentation about the Productive Living Board was gathered and reviewed prior to the audit, as part of the planning effort.  An audit opening memo was issued on May 24, 2016.  Field work for the review was started in May of 2016.   Field work for the review was completed on July 22, 2016.  A closing meeting was held on July 28, 2016.  This is the final audit report based on the results of our review.

The objectives of this review were to perform additional audit steps in several additional areas such as governance, controls over bank accounts, access controls, procedures, file backup and recovery.  We identified, documented and evaluated the effectiveness of internal controls over key financial and operational processes.  We performed a fairly extensive review of policy and procedures to identify key controls.  The documentation will be used to benchmark changes to processes and changes to controls.
We identified, documented and tested controls in these areas:


Governance of the Organization


We reviewed controls over governance of the organization.  These include controls that have a bearing on oversight, governance of the organization and decision-making by the Board members.  These include the use of agendas, the conduct of open meetings, meeting minutes, approval of budgets, policies on ethics, policies on conflict of interest, and the documentation of decisions made by members of the Board and recorded within meeting minutes.  We also reviewed practices followed by the Board and Committees of the Board in providing governance and oversight for the organization.  

Administrative Controls


We reviewed administrative controls on several processes.  One of these was the processes established to gather and retain information on partner agencies that are funded.  Information is gathered, documented and retained on agencies who receive funding from the Productive Living Board.  This information includes financial statements, rosters of key executives, articles of incorporation and information about the legal status of the organization.  The Productive Living Board currently partners with, and provide funding to thirty-five agencies.

Operational Controls


We reviewed operational controls over processes that support the approval of payments, and disbursement of funds for expenses incurred by funded agencies.  We reviewed operational controls over processes that support the approval of payment and disbursement of funds in payment of expenses incurred by the Productive Living Board.

Control Over the Use of Information Technology


At a high level, we reviewed key controls over the operation of servers and systems:  

-
We reviewed certain access controls.  


-
We reviewed controls in place to provide for the backup and recovery of critical systems and data files.  


-
We reviewed controls in place to provide for the backup and recovery of lost or damaged documents or files.

-
We reviewed certain practices.  For example, we reviewed the management and use of a portal that provides a mechanism for the secure transmission of documents like invoices and support between agencies and the administrative staff of the Productive Living Board.  Data is exchanged between the agencies and the PLB through a secure portal that was established for that purpose.  The existence of this portal is a key control over the exchange of this data and the integrity of the data retained by the PLB.
  
Policy Review


We requested and reviewed the contents of these policies, procedures and manuals.

-
Ethics Policy,

-
Conflict of Interest Policy,

-
Funding Manual,

-
Website Use agreement and Disclosure Policy,

-
Privacy Policy,

-
Computer Security Policy,

-
Record Retention Policy.
We performed compliance testing by reviewing a sample of expenditures and supporting documentation.  We reviewed a cross section of expenditures that represented payments for expenses reimbursed for expenses incurred by agencies, payment of expenses incurred by the Productive Living Board and expenditures for capital projects.
We developed control narratives that provide a high level description of key processes.  These control narratives are used by management, external auditors and internal auditors to identify key controls and for process improvement.  We helped to developed about twenty pages of controls documentation on key processes.  These control narratives were reviewed, finalized and forwarded to Fiscal Management during the audit. Control narratives cover these processes:
-
General Controls,

-
Operations – Invoice Review and Approval Processes,  
-
Agency – Invoice Review and Electronic ACH Processes,
-
Cash Receipts – Revenue Cycle,
-
Payroll Cycle,
-
Information Technology General Controls,
-
Financial Statement Preparation.
CONCLUSIONS:

Overall, good controls were noted and were found to be working as intended.  This is a subset of the key controls we identified and tested during the audit:

Board

-
Board members have been appointed who meet the requirements for the positions.

-
Public board meetings are held.  Notices of meetings are posted to the internet when dates and times are set.  A recorded message is also provided for meeting notices.  Meetings are conducted according to agendas.  Decisions are recorded in meeting minutes.
-
Sub-committees are created if needed.  Decisions are made only at the level of the full Board.

-
The Productive Living Board has a formal, board-approved Mission Statement.

-
The Productive Living Board is currently engaged in a Strategic Planning Initiative.
Policies and Procedures

-
There are Board approved policies on key topics including an Ethics Policy and a Conflict of Interest Policy.
-
There are Board approved policies on key topics including a Funding Manual, Record Retention Policy, Computer Security Policy, Website Use Agreement and Disclosure Policy, and a Privacy Policy.

Revenue
-
Tax revenue streams are collected and accounted for by persons who are independent of the organization.

Funding

-
The PLB has defined those services it will fund.

-
The PLB has defined the methods it uses to fund those services.

-
Approval authorities for expenditures of different types are documented.

-
The chart of accounts is logical and manageable.

-
The number of general ledger balance sheet accounts in use is manageable.  About 8% of accounts that are defined are used. This is about 500 accounts that are used within a fiscal year.  This is reasonable and manageable.
-
A list of funded agencies is maintained and is available to the public.

Expenditures

-
Expenses incurred for mileage or meals were reasonable (averaging $450 per month over a four month period).
-
Control reports and exception reports are available and are integrated into financial processes.

-
Expenditures we tested were processed in accordance with documented policies and procedures.

Banking
-
There are a limited number of bank accounts. The number of accounts and balances are appropriate for needs.
-
Check signing and check issuance processes are documented and key controls are in place.

-
Counter signatures are required for certain expenditures.

-
Bank signatures cards are up-to-date.  Copies of signatures cards are retained at the PLB.

Financial Statements

-
Financial statements are subject to annual audit.  An independent audit opinion is provided with annual statements.

-
The most recent audit opinion was a clean, unqualified opinion.
-
Web site content was subjected to an independent review in July of 2016.

Information Technology

-
Computer hardware is housed in a suitable environment with appropriate environmental controls.
-
Dedicated staff manage the computer hardware, network and applications systems.  These staff do not have operational or financial duties.  There is an appropriate separation of duties between operational, financial and information technology support staff.
-
Critical data files are copied and stored securely offsite to enable the recovery of data and systems.  Monthly backups are retained in a bank safe deposit box. File backup and retention policies and practices are well-documented.
KEY FINDINGS:
We note several findings that were minor.  We have made recommendations for corrective action within these areas:

-
Within audits of organizations with boards, we typically review and comments on board membership.  Based on records within the St. Louis County Boards and Commissions database, four of the Board members are currently sitting on expired terms.  
-
The database that is maintained by St. Louis County includes an entry and description of the Productive Living Board.  The record is in need of update.  We have suggested updates:


-
The title of one board members need to be corrected for the fiscal year started July 1, 2016. 

-
The amount of taxes collected annually for benefit of the organization needs to be updated. 

-
There is a note that states:  “Meetings:  Held the second Monday of each month, except in August and September, when there are no meetings.”  In practice, no meeting are held in August, October and December.
-
We suggested minor revisions to the presentation of “News” items on the Board’s web site.  More than one link may be provided for additional information for the short news items, even when there is no additional information.  The practice can be confusing.  We have recommended that certain links be removed as they are not needed.
-
A default web page length was established for a number of the organization’s web pages.  The contents on these web pages display correctly, but they include many blank pages when printed.  We recommend that the default page length be reduced.
-
We made a number of minor suggestions for improvements in web content.  For example, we suggested an email link for communications with the Board or a representative designated by the board.  We have suggested specific areas to review.  In general, we would like to see contact information that is fully qualified.  For example, a phone number should include the area code, prefix, exchange and extension number rather than just the extension number.  We have suggested that additional contact information be provided.  We also suggest reviewing whether certain links can be changed so that they open in a new window.
-
We suggested a review of alternatives methods for off-site storage of certain removable disk drives containing daily backups.  These daily backups include incremental backups of new or changed files.  They are most useful for recovering a file that was lost or deleted in error.  Two sets of disk are made.  One of these sets of removable disk drives are taken offsite and are temporarily stored in the home of a PLB employee.  The contents of the disks are encrypted so the information is secure.  This practice does not represent a security risk.  However, this practice requires extra handling of the disk drives and increases the risk of loss of the data or damage to the storage media.  Alternatives may be available that recoup staff time.  This storage media is expensive to replace.  

The more critical monthlies backups and critical backups that would be needed for recovery of system and data are stored, securely in a bank safe deposit box.  

In our opinion, there may be more suitable alternatives available for the secure storage of the incremental and daily backups, that requires less handling and risk of damage to the storage media.  Alternatives include:


-
cloud-based storage of the files,

-
transmission of files to another offsite server or storage device,


-
reciprocal storage agreement with a partner agency,


-
use of a fire resistant storage cabinet for storage of backup media,


-
use of the St. Louis County Record Center for storage of backup media,


-
use of a different St. Louis County facility for storage of backup media,


-
third party offsite storage service.
OPINION

Overall, given the entire scope of our audit testing, sampling and audit review we believe that sufficient controls are in place over the operation of the Productive Living Board.  We are comfortable with the controls that we found in place.  Controls were in place and functioning as intended with a few exceptions noted.  

The Auditors worked with Productive Living Board management and staff.  This audit required assistance and cooperation from management and staff including: 

-
Don Kaufmann, Director of Finance, 
-
Glen Goldstein, Director of Information Technology and Records Management, 

-
Debra Holland, Manager of Accounting.


Don Kaufman was the designated Interim Executive Director during the period that the audit was underway, until the appointment of Becky Herschbach as the new Executive Director.  Assistance was also provided by Don Guilfoy.  
Our preliminary findings and recommendation were provided to and discussed with:
-
Becky Herschbach, Executive Director,
-
Don Kaufmann, Director of Finance, 

-
Glen Goldstein, Director of Information Technology and Records Management, 

-
Debra Holland, Manager of Accounting.


A closing meeting was held on July 28, 2016 to review findings, audit conclusions, controls and audit recommendations.  

Within every audit, management is provided an opportunity to review draft recommendations and provide comment and management responses.

We are appreciative of the assistance provided during the audit.  
The audit was conducted according to governmental auditing standards and the internal audit standards issued by the Institute of Internal Auditors (IIA).
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Background and Introduction
St. Louis County Productive Living Board
Organization

The Productive Living Board for St. Louis County Citizens with Developmental Disabilities is a tax-exempt organization that was established in 1979 by St. Louis County voters for the purpose of providing services to citizens of the County with developmental disabilities.  The Productive Living Board may provide and/or contract for services including residential, vocational and transportation support services.  
Board
The County Executive recommends and the County Council approves the appointment of nine members to govern the Agency.  Seven of the nine board members are required to be residents of St. Louis County.  This was validated during the audit.  Board members serve for a term of three years.  Their terms are staggered.
Management and Support Staff
The Productive Living Board currently has 12 employees.  Key employees include:

-
Executive Director,
-
Director of Finance,
-
Manager of Accounting,
-
Director of Information Technology and Records Management,
-
Director of Program Services, and,

-
Network Administrator.
Funding

Funding for the Productive Living Board is provided by a voter-approved property tax that was set at 8.8 cents per $100 assessed valuation of property (Commercial or Residential real estate) for calendar years 2014 and 2015.  
According to filings made to the State of Missouri by the St. Louis County Director of Revenue and the St. Louis County Collector of Revenue, the amount of taxes collected and remitted to the Productive Living Board for taxes collected by St. Louis County on behalf of the Productive Living Board was $19,168,153.92.  This amount was collected during a twelve month period ending February 2016.  The Productive Living Board also receives a small portion of a transportation sales taxes collected.  These funds are earmarked for use by the PLB.
Financial Statements

The financial statements of the Productive Living Board were prepared in accordance with accounting principles generally accepted in the United States of America (“GAAP”).  The Governmental Accounting Standards Board (“GASB”) is the standard-setting body for establishing governmental and governmental accounting reporting principles.
The fiscal year of the Productive Living Board ends on June 30th of each year.  The fiscal year for St. Louis County ends of December 31st of each year. 
In accordance with guidance issued by GASB, the Agency is considered to be component unit of the County for financial reporting purposes.  A component unit is a legally separate organization for which the elected officials of the primary government are financially accountable.

Per the Governmental Standards Accounting Board (GASB) the elected officials, the board and management share responsibility for responsible for controls.  They are accountable for controls over:

-
reliability of financial reporting,

-
effectiveness and efficiency of operations,

-
compliance with applicable laws and regulations.

Budget 

Per the St. Louis County Collector of Revenue $19,168,153.92 was collected in calendar year 2015. The fund also receives a subsidy in the form of a earmark of taxes collected for S.B.3 Transportation tax.  The PLB receives a portion of the one-half cent transportation sales tax levied pursuant to RSMo 94.645.  The amount received was about $840,000 for the 12 months ending June 2015.   

The PLB has budgeted expected revenues of $21,217,100 for fiscal year 2017.  They have budgeted agency funding of $19,585,688.  Agency administrative expenses are expected to be $1,897,592.  The Agency has sufficient cash reserves to meet contingencies, cover shortfalls or to fund future major projects.

Agencies

A list of funded agencies is included in this report as Attachment II – Funded Agencies.

Financial Systems

The Productive Living Board manages their own financial system. Their use of St. Louis County systems is limited primarily to tax collection and treasury services  A significant portion of PLB funds are held by St. Louis County in a pooled investment account. The balance in that account was $41,003,014.96 at the beginning of 2016.  The balance in that account was $37,448,140.84 as of July 15, 2016.

Funding – Services


Community Services


Services that (a) focus on the maintenance of a person with a developmental disability in his or her own residence, or the residence of his or her natural family and his or her community and (b) promote the acquisition of skills for independence, formation of social roles, relationships and self-reliance.  

Employment Services


Services that (a) focus on a person with a developmental disability obtaining and maintaining meaningful employment and (b) promote the acquisition of vocational skills, formation of relationships in the employment environment and the use of transportation systems, progressing towards independent living. 


Residential Services
These are services that (a) focus on the maintenance of a person with a developmental disability in his or her own residence or the residence of his or her natural family and his or her community and (b) promote the acquisition of skills for independence, formation of social roles, relationships and self-reliance.

Vocational Services
These are services that (a) focus on a person with a developmental disability obtaining and maintaining meaningful work and (b) promote the acquisitions of vocational skills, formation of relationships in the work environment and the use of transportation systems, progressing towards normal living.
Funding – Methods

The Productive Living Board has defined the methods it uses to fund services.  They include:

-
purchase of services, 
-
grants, 
-
funding of individual assistance,

-
funding of independent supported living assistance,
-
funding of capital projects,
-
community support, and,
-
loans, that may be forgivable, if certain conditions are met. 
Productive Living Board Web Site
Specific information on the Productive Living Board is available within the Board and Commissions database at:

 
http://boards.stlouisco.com
Specific information on the Productive Living Board is available on the Productive Living Board web site at:


http://www.plboard.com    .

The Board provides content for a web site with links to information that is helpful to the public.  Their web site includes information on these subjects:

-
developmental disabilities

-
disability resources,

-
eligibility for funding of services,
-
key partners (Missouri Department of Mental Health, Special School District, Missouri Division of Vocational Rehabilitation, etc.), 
-
programs and services, 
-
community services,

-
employment services,
-
agencies,
-
studies and reports,

-
strategic planning information,

-
board meeting information, 

-
agendas,

-
minutes,

-
presentation,

-
news,

-
contact information.

	
	             
	  
	       


Audit Objectives – Pre-Audit
At the start of the audit, we met with management and developed objectives for the audit.  The list below describes controls that we expected to find at the start of the audit.  At the end this audit report is our post-audit assessment of controls based on the same criteria.
Board Composition
The board should be adequately staffed to maintain a quorum and conduct business.  
Notice of Meetings
Notices of board meetings should be posted as required.
Agendas
Meetings should be conducted according to an agenda.


Minutes
Accurate meeting minutes should be kept.  Meeting minutes should be reviewed and formally adopted by the Board.
Intranet Website

Content posted to internal intranet sites should be accurate and informative.


Internet Website

Content posted to external internet sites should be accurate and informative.



Records and Record Retention Schedules

Written record retention schedules should exist.  Written record retention schedules should be periodically reviewed, updated and approved.  Records should be retained according to the retention schedule.  Location of stored records should be known: internal, external provider, electronic storage.



Review of Purchasing Card Expenditures 

Expenditures made by purchasing card should be appropriate and supportable.  Sales tax should have been avoided where possible.  This will be substantiated by testing a sample of expenditure transactions.

Review of Expenditures (Processed by Check or Electronic Transfer)

Expenditures made by check or electronic transfer should be appropriate and supportable.  Sales tax should have been avoided where possible.

Use of General LedgerAccounts
Unused and/or redundant General Ledger and cost centers should be marked as inactive or closed, to reduce processing overhead and shorten queries and reports.  The structure of the chart of accounts should fit the needs of the organization.
Review of Capital Projects

Decisions to fund capital projects should be approved by the Board.  The funding process should be well controlled.  This will be confirmed by sampling a small number of appropriations.

Bank Accounts 

Bank accounts are reconciled timely.  The authority for signing checks should be clearly defined.  Signature cards should be up-to-date.  Petty cash funds or petty cash accounts should have balances commensurate with the need.

Scope of the Audit
The objectives of this review were to evaluate identify, document and evaluate the effectiveness of internal controls over key financial and operational processes.  We reviewed controls in additional areas that could impact operational processes.  For example, we reviewed the processes used to provide a portal for the secure transmission of documents like invoices and support between the agencies and administrative staff of the PLB so that approved agency expenses can be paid or reimbursed.  

We also reviewed practices observed by the Board and committees of the Board to provide governance and oversight over the organization and provide effective controls over its operation.  For example, we reviewed controls within written policies on ethics and conflict of interest. 

We reviewed internal controls.  We evaluated operations and record-keeping compared to established standards, ordinances, policies and procedures.  We evaluated processes that are in place to ensure that resources are used efficiently.  
The scope of this audit included audit testing, review and evaluation of controls in these areas:

-
board composition,

-
notice of meetings,

-
agendas,

-
minutes,

-
intranet website,

-
internet website, 

-
records and record retention schedules,

-
review of purchasing card expenditures,

-
review of expenditures processed by check or electronic transfer,

-
use of general ledger accounts,

-
review or capital projects,

-
bank accounts.

We reviewed certain information technology controls including the processes use to provide for a portal which is used for the secure transmission of invoices and other information from supported agencies.  We reviewed policies, procedures and practices for the retention of data and key documents.

The scope of the audit included the following audit tests:

-
We attended several board meetings and checked to ensure that meeting times, dates and places were posted, agendas were followed and minutes were taken of board meeting results.

-
We compared board actions taken and funded activities to the legislation that established and describes the Productive Living Board.

-
We reviewed intranet web site content.

-
We reviewed internet web site content.

-
We reviewed a sample of expenditures made by the Productive Living Board to ensure that the expenditures were properly approved and that the payments were processed correctly.

-
We performed a high level review and assessment information technology controls.

-
We also reviewed purpose and usage of bank accounts established by the Productive Living Board and controls in place over the issuance of checks.

The scope of the audit also included a detailed review of key policies, including policies for funding of agencies, processing payments, document retention, ethics, and conflict of interest.  

We developed short control narratives that summarize key processes, identified key controls and tested key controls.

-
We drafted a controls narrative with general information about the Board.

-
We drafted a controls narrative that described controls on expenditure processes.

Detail of Audit Testing 

Expenditure Testing

After identifying controls over expenditures, we performed substantive testing by reviewing a sample of expenditures made.  We tested these invoices to ensure the payments were appropriate, properly supported and in the proper amount.  The sample included a cross section of expenditures of different types.  We sampled expenditures for grants/purchased services, capital projects and operating expenses of the Productive Living Board.  The expenditures below were appropriate and were properly supported.
	Grants/Purchased Services

	
	
	
	
	
	

	AgencyName
	Project #
	Voucher
	Invoice Date
	Payment Date
	Amount

	Center for Specialized Services
	3072/10
	35456
	03/31/2016
	04/15/2016
	$ 17,359.80

	Center for Specialized Services
	8014/10
	35529
	03/31/2016
	04/29/2016
	$4,227.11

	Easter Seals Midwest
	1001/36
	35424
	03/31/2016
	04/15/2016
	$139,915.22

	Heartland Industries
	3058/10
	35455
	03/31/2016
	04/15/3016
	$25,441.99

	
	
	
	
	
	=========

	
	
	
	
	
	$ 186,944.12

	
	
	
	
	
	

	Capital Project Invoices

	
	
	
	
	
	

	AgencyName
	Project #
	Voucher
	Invoice Date
	Payment Date
	Amount

	Lafayette Work Center
	3100/10
	35467
	03/31/2016
	04/15/2016
	$8,220.51

	Rainbow Village Properties
	1385/10
	35066
	01/31/2016
	03/30/2016
	$32,100.00

	Rainbow Village  Properties
	1386/10
	35067
	01/31/2016
	03/30/2016
	$4,121.62

	Heartland Industries

	3103/10
	35469
	03/31/2016
	04/29/2016
	$35,583.20

	
	
	
	
	
	=========

	
	
	
	
	
	$    80,025.33

	
	
	
	
	
	

	Operating Invoices


	
	
	
	
	
	

	Vendor Name
	
	Voucher
	Invoice Date
	Payment Date
	Amount

	AT&T (local Services)
	
	35580
	03/21/2016
	04/15/2016
	$386.78

	Verizon Business (LD Services)
	
	35582
	03/27/2016
	04/15/2016
	$40.50

	Charter Communications
	
	35727
	04/05/2016
	04/29/2016
	$450.00

	121 Hunter Building, LLC (Rent)
	
	35717
	04/22/2016
	04/29/2016
	$10,113.62

	
	
	
	
	
	=========

	
	
	
	
	
	$  10,990.90

	
	
	
	
	
	

	
	
	
	
	
	=========

	
	
	Total of Expenditures Reviewed
	$     277,960.35




Detail of Audit Findings

I.
Board Members Listed With Expired Terms

St. Louis County hosts a public database containing information on seventy two board and commissions where the St. Louis County Executive is the appointing authority for some or all of the board members.  The St. Louis County Auditor’s Office monitors the composition of boards to help ensure that the board has enough members serving to have a quorum and conduct business.



Within audits of organizations with boards, we typically review and comments on board membership.  Based on records within the St. Louis County Boards and Commissions database, four of the Board members are currently sitting on expired terms.  


As of July 26, 2016, this information is listed for the Productive Living Board:

 
Members Name 

Title 

Board Position 

Expiration Date 



Bolster William 

Secretary
St. Louis County Resident 
4/22/2017 



Buhr Diane 




St. Louis County Resident 
4/22/2016 


  
Curran Tom  




St. Louis County Resident 
4/22/2018 


  
Malin Scott  




St. Louis County Resident 
4/22/2018 


  
Monafo Mary Elizabeth 
Vice Chair 
St. Louis County Resident 
4/22/2014
 


  
Ney Christine 


Treasurer 
St. Louis County Resident 
4/22/2014 


  
Tolan Anne 


Chair 

St. Louis County Resident 
4/22/2016 


  
Tuttle Kimberly  



St. Louis County Resident 
4/22/2018 


 
Whitlock Cordell  



St. Louis County Resident 
4/22/2017


Based on these records, four of the Board members are sitting on expired terms:



Members Name

Title 

Board Position 

Expiration Date

  
Monafo Mary Elizabeth 
Vice Chair 
St. Louis County Resident 
4/22/2014
 

 
Ney Christine 


Treasurer 
St. Louis County Resident 
4/22/2014


Buhr Diane 




St. Louis County Resident 
4/22/2016


Tolan Anne 


Chair 

St. Louis County Resident 
4/22/2016


This could be because the records have not been updated or because their board re-appointment has not yet been approved.


With smaller boards, there can be an impact if one or more board positions are vacant, as it may be difficult to have a quorum for meeting or complete the work required of the board and sub-committees.


Recommendation 

1.
We recommend that the Policy Advisor review the board membership and recommend appointments or reappointments for the four board positions that are listed as having expired.  These include two that expired in April of 2014 and two that expired in April of 2016.


Management Response

1.
  We will review board membership.  This record was updated during the audit. [ Policy Advisor ]
II.
Board Titles

During the audit the Policy Advisor was advised that the Board member listing did not include job titles.  Job titles were added.  The job titles added were those for the 2015 fiscal year.  As of July 13, 2016, the positions listed reflected the positions for the 2015 fiscal year (ending June 30, 2016):


Tolan, Anne 



Board Chairperson





Monafo, Mary Elizabeth 

Board Vice Chairperson





Ney, Christine 


Board Treasurer





William Bolster 


Board Secretary




A vote had been taken at the May 9, 2016 board meeting to approve board position that would take effect in the next fiscal year.  They are:



Tolan, Anne



Board Chairperson




Mary Beth Monafo 


Board Vice Chairperson




Tom Curran 



Board Treasurer





William Bolster 


Board Secretary




A change is needed to update one of these titles to reflect the changes approved by the Board on May 9, 2016 for the fiscal year that started July 1, 2016. One board member’s title is listed incorrectly, as of July 26, 2016.

Recommendation 

2.
We recommend that the Policy Advisor update the job titles for board members in the database records for the Productive Living Board to reflect the 2016 fiscal year positions.


Management Response

2.
This record was updated during the audit.  [ Policy Advisor ]
III.
Board Description

We reviewed the Board Description for the Productive Living Board that is hosted within the Boards and Commissions database.  This is an excerpt from that description as of July 26, 2016:


“IV. Purpose: The PLB was established in 1979 when St. Louis County voters passed a property tax levy to develop services and supports for residents with developmental disabilities. The present tax is set at 7.9 cents for residential and 8.5 cents for commercial per $100 assessed value and generates approximately $18 million annually. In fiscal year 2011, the Board contracted with over 30 different agencies that provided services to individuals with developmental disabilities….” 


The description is in need of update:



1.
The description states “The present tax is set at 7.9 cents for residential and 8.5 cents for commercial per $100 assessed value and generates approximately $18 million annually.”




Per the Tax Collector for St. Louis County, the tax rate is set at 8.8 cents for residential and 8.8 cents for commercial assessed value.



2.
The description states “The present tax is set at 7.9 cents for residential and 8.5 cents for commercial per $100 assessed value and generates approximately $18 million annually.”




Per the Tax Collector for St. Louis County, the amount of taxes collected for Sheltered Workshops for twelve months ending was $19,168,153.92.




This amount is based on a filing with the State of Missouri that is based on a 12 month period from March of 2015 through February of 2016, inclusive.



3.
The number of agencies funded is now 35 agencies.

Recommendation 

3.
We recommend that the Policy Advisor update the tax rate, annual tax amounts and number of partner agencies within the description of the Productive Living Board in the Boards and Commissions database.

Management Response

3.
This record was updated to include updated tax information, counts of funded agencies.  
[ Policy Advisor ]


IV.
Notice of Meetings
We reviewed the Board Description for the Productive Living Board that is hosted within the Boards and Commissions database.  This was the description as of July 26, 2016.


“V. Meetings:  Held the second Monday of each month, except in August and September, when there are no meetings. Meetings are held at the St. Louis County Library Headquarters, 1640 South Lindbergh, St. Louis, MO, 63131 at 4:00 p.m. Call 314-726-2606, EXT. 118 for updates.”


The Board description states:  
“Meetings: Held the second Monday of each month, except in August and September, when there are no meetings.”  


The board description states that there are no meetings in September.  

The Productive Living Board manual states:  The PLB shall meet regularly according to a schedule established by the PLB no later than at its first meeting of each fiscal year.”


The published schedule for calendar year 2016 indicates that Board Meetings will be held January through July, September and November.  No meetings will be scheduled for August, October, and December.

The database is public.  The information posted could be misleading.  A person who plans on attending a Board meeting could miss a meeting.  


Notices of meeting dates, times and locations are posted to the PLB web site when the date, time and location are known and definite.


Recommendation 


4.
We recommend that the Policy Advisor update the meeting information in the Board Description for this board, in the Boards and Commissions database.

Management Response

4.
This record was updated to include additional information about board meeting dates.  [ Policy Advisor ]
V.
Web Site – News Items

We reviewed all of the content of the Productive Living Board web site.  News items are posted there.

For every news item, there is a “Read More…” link.  


For example, these news items are posted:


-
“Annual Satisfaction Survey Coming Soon”,


-
“Becky Herschbach Named New Executive Director of Productive Living Board”,


-
“Board Chooses New Executive Director”,


-
“Follow the Strategic Plan Implementation in Real Time”.

Each has a “Read More…” link.  For each of these news items there is additional content that displays, when you follow that link:


.


We noted that shorter news items are posted, which include a “Read More…” link.  The link is placed after the item even if there is no additional text to read.  If you follow the link, you are taken to the top of the list of News Items.  


For example these three new items were posted on one page, with a “Read More…” link:


-
“Board Taps UMKC for Needs Assessment”,

-
“Board Approves $20 Million Commitment for Services”,


-
“Board Elects FY 2017 Slate of Officers”,


-
“Strategic Plan Q&A Meeting Dates Set”.


These short news item appears in their entirety within the list.  There is no additional content for each of these items.  If you follow the link to read more about the item, you are taken to the top of the list for the News Items.  The titles of these news items are also hyperlinks that go to the top of the list for the News Items.

Navigation would be improved if the “Read More…” link were removed for the shorter news items.


Navigation would be improved if the hyperlinks within the titles of the shorter items were removed.


Recommendation 

 5.
We recommend that the Director of Information Technology and Records Management remove the “Read More…” links from the shorter news items on the Productive Living Board web site.  

 6.
We recommend that the Director of Information Technology and Records Management consider removing the hyperlinks from the titles of the shorter news items.


Management Response

 5.
The PLB will remove the “Read More” links for shorter news items when the Board Strategic Plan modifications are made within the next one to two months. [ Director of Information Technology and Records Management  ]



 6.
PLB will review and consider removing the “hyperlinks” for shorter news items when the Board Strategic Plan modifications are made to the web site within the next one to two months.  [ Director of Information Technology and Records Management  ]


VI.
Web Site – Default Page Length  



We reviewed the Productive Living Board Web site.

A default page length has been specified for key web pages.  The web pages display correctly but print additional blank pages when printed.


These web pages typically print as a nine or ten page document.  The first printed page contains the web page.  The subsequent printed pages are blank: 


-
Home Page



http://www.plboard.com/default.aspx


-
About Us



http://www.plboard.com/au.aspx

  
-
Developmental Disabilities

http://www.plboard.com/dd.aspx 

  
-
Disability Resources


http://www.plboard.com/partners.aspx


-
Programs & Services


http://www.plboard.com/ps.aspx


-
Agencies



http://www.plboard.com/agencies.aspx


This practice wastes paper and may be confusing.

Recommendation


 7.
We recommend the Director of Information Technology and Record Management revise these web pages so they print on fewer pages and specify a shorter default page length.

Management Response


 7.
PLB will review the print length of printed webpages, identify the remedy for this fix and consider making changes along with the Board Strategic Plan modifications within the next one to two months.     
[ Director of Information Technology and Records Management ]
VII.
Web Site - Content 

We reviewed the Productive Living Board Web site.  

The contents we reviewed were up-to-date, informative and well organized.


We have made suggestions on areas to review in an effort to improve the presentation in several specific places.


We have provided a separate list of those pages where we have made a suggestion.  We are making suggestions, only.  In general, we would suggest the following:


-
We suggest reviewing how certain links open.  We would suggest testing whether certain links should open in a new window to make it easier to navigate the site. It may be preferable to open a link in a new window, primarily if you are opening a study/document or leaving the domain.  It may be easier to navigate the site if documents open in a new page.


-
We suggest adding contact information.  We were able to find the address of the Board only on one page.  It may be helpful to display it on the “Home” page, the “About Us” page and/or the “Contact Us” page.

-
We suggest presenting contact information consistently.

-
Contact information should be presented consistently, and in the same order, where it appears.  If a field does not appear, it may still be helpful if the remaining information appears in a set order, such as:
-
Name of Organization,




-
Person,



-
Street Address,



-
City, State, Zip Code,



-
Phone Number,



-
Fax Number,



-
TTY.


-
Where phone numbers appear they should be fully qualified, so that a user need not look in one place for the number and a separate place for an extension.


-
Meeting information includes a phone number for individuals who may need an interpreter, but no contact number for general information about the meeting.  The notice could be revised to indicate that the number can be used for general information and to provide additional services, such as an interpreter. 


-
If a user follows certain links that are on the Productive Living Board’s web site, they are taken to web sites of other organizations.  It may be prudent to place a note on the page indicating that certain links take you away from the PLB’s domain to another organization.  A general note might suffice.


-
On the “Contact Us” page, the phone number under the Executive Director is an extension only.  We would suggest adding the full phone number to the extension.


-
The list of agencies did not include phone numbers.  It may be helpful to provide them within the list.

Recommendation


 8.
We recommend that the Director of Information Technology and Records Management review the suggestions above,regarding presentation of certain content on the PLB web site.  The list above are suggestions only. 

Management Response


 8.
The PLB will consider these modifications and make changes along with the Board Strategic Plan modifications within the next one to two months.  [ Director of Information Technology and Records Management  ]
VIII.
Backup File Storage 

We requested documentation to describe the processes used to backup application systems and data.  We also requested documentation to describe the processes used to backup new and changed data files.


These two backup processes are typically performed for a different purpose.  The first process guards against the catastrophic loss of application systems and data. This helps to ensure that the organization remains a going concern and would be able to recover from a significant loss of hardware, storage devices, or an event like a fire or storm.   These copies of files are critical for the recovery of the operation.  However, in practice, they may be used infrequently or not used at all.


The second type of backup process creates copies of files that are new or which have been changed.  Daily backups can be used to make copies of user data files and certain directories so that the files can be recovered from what is typically a more frequent event which may be much more narrow in scope.   For example, a daily or incremental backup may be used to recover a single file (a word processing document) that was deleted in error within a much shorter time frame (typically with the last two or three days). 


There are different methodologies or approaches used to back up and recover files.   There is no single correct method, however, the method used should provide the highest likelihood of recovery measured against the value and the sensitivity of the data and systems being recovered.  


The data managed by the Productive Living Board includes financial data.  It includes agency data.  It also includes HIPAA protected or personal data.  For this reason, the data files on the backup disk drives are encrypted.


Documentation was provided which provides a detailed explanation of the approach, hardware and software used.  The documentation and the approach were reviewed with the Director of Information Technology and Records Management.  The Productive Living Board uses removable disk drives, which provide high volume data storage capacity.  The media can be expensive.  These disks may be susceptible to damage from handling or frequent changes in heat or humidity.


We reviewed the processes used and are reasonably confident that the critical data is protected from disclosure and that there is a high degree of reliability that data files can be recovered.  The most critical backups are made monthly and are taken offsite for storage in a bank safe deposit box. Two copies of incremental or daily backups are made.  One set is kept onsite. 
 


The second set of incremental and daily backup disks are taken offsite but they are stored at the home of the system administrator.  We are recommending that PLB management consider alternatives to this one aspect of the practices followed. 


This practice has cost benefits and is practical, however there are certain risks.  The use of two copies helps ensure that files would be recoverable from at least one of the copies.  It also can be easier for an IT manager to make backup disks and take them home for storage.  This may be easier and less costly than taking the disks to a conventional offsite storage facility.  However, the disks may not be protected from theft or damage.  Backup disks may be more vulnerable to damage when they are handled and might not be accessible when needed.


There are other suitable alternatives available, that may provide more secure storage, lessen the handling of storage media and provide for a low cost alternative:



Cloud-Based Storage



The cost of cloud storage has dropped dramatically.  Given the smaller volume of data needed, it may be more cost effective to electronically back up encrypted data daily to an offsite storage service.



Transmission of Files to Another Server or Storage Device 



Backup files could be transmitted electronically and stored on a local server or storage device at another St. Louis County facility.



Fire Resistant Storage Cabinet
The PLB may be able to store the second copy of the incremental or daily backups in a fire resistant cabinet onsite or near the facility.



Reciprocal Storage Agreement – Partner Agency



A reciprocal storage arrangement for backup media might be available with one of the partner agencies.



Use of St. Louis County Record Center



St. Louis County maintains a record center within St. Louis County that may be acceptable for offsite storage of removable disks.   The facility has appropriate controls in place such as fire and entry alarm systems.  If a cabinet were located there, it could provide much more secure storage for backup media.



Use of St. Louis County Facility

St. Louis County has other IT offices, including offices in Clayton in the Police headquarters.  If a cabinet were located there, it could provide much more secure storage for backup media.



Third Party Offsite Storage



.

Third party, commercial storage companies will pick up and drop off disks on a rotational basis.  There is a cost associated with these services, but the storage facilities used are safe, secure, monitored and resistant to fire or water damage.


There are a number of risks that are associated with current practice.  Media is subject to handling, damage, loss or theft.  The PLB may be able to recoup manual effort.


Recommendation


  9.
We recommend that the Director of Finance and Director of Information Technology and Records Management consider alternatives for offsite storage of incremental and daily backup file storage media.



Management Response


  9.
We are currently reviewing our disaster recovery process and will consider alternatives for backup, data retention and backup storage methods and storage locations within the next two to three months. Our analysis will consider our needs with respect to the protection and recovery/restoration of critical financial systems and data.



Our analysis will also consider our needs with respect to the protection and recovery of less critical data files such as word processing and spreadsheets. Our analysis will also consider the protection of data we need to support our partner agencies.



We will consider the alternatives mentioned within the audit report.  [ Director of Information Technology and Records Management ]
Attachment I
Assessment of Controls – Post Audit
At the conclusion of the audit we reviewed the results of our audit against the original audit objectives.  This is our post-audit assessment of the control environment.

Board Composition

The board is adequately staffed to maintain a quorum and conduct business.  Based on records we reviewed, four members are serving on expired terms.  


Notice of Meetings


Notices of board meetings are posted when meeting locations, dates and times are known and definite. They are also available through a recorded voice mail box message.

Agendas

Meetings are conducted according to an agenda.



Minutes


Accurate meeting minutes are kept.  Meeting minutes are reviewed and formally adopted by the Board.

Intranet Website


Content posted to internal intranet sites is accurate and informative.  .  



Internet Website


Content posted to external internet sites is accurate and informative.  We are comfortable with the content. We made suggestions to add more contact information and to review how certain links operate




Records and Record Retention Schedules


Written record retention schedules exist with a written board-approved policy.  Written record retention schedules are periodically reviewed, updated and approved with this policy.  Records are retained according to the retention schedule.  Location of stored records is known with a high reliance on electronic storage of records.



Review of Purchasing Card Expenditures 


The PLB does not have a purchasing card program.  Some expenditures are paid in cash or by personal credit card and reimbursed.  The amounts we reviewed for meals and mileage (for a four month period) are reasonable and appropriate.  Sales tax is avoided where possible.  


Review of Expenditures (Processed by Check or Electronic Transfer)


Expenditures made by check or electronic transfer were appropriate and well-supportable.  Sales tax should have been avoided where possible.  These processes were very well-defined and controlled.

Use of General Ledger Accounts

The number of general ledger accounts used is reasonable and manageable.  The structure of the chart of accounts appears to fit the needs of the organization.

Review of Capital Projects


Decisions to fund capital projects are approved by the Board and recorded in Board minutes.  The funding process is well controlled.  

Bank Accounts 


Bank accounts are reconciled timely.  The majority of funds on deposit are held by St. Louis County.  The process was reviewed there.  The authority for signing checks within the PLB is clearly defined.  Signature cards are up-to-date.  Copies are retained at the PLB.  Petty cash funds or petty cash accounts have balances commensurate with the need.


Attachment II  Control Narratives 
We performed a formal risk assessment as part of the planning effort for this audit.

Audit reviews and considers risk factors such as:

-
assets owned or managed,

-
budgets,

-
expenditures,

-
number of staff,

-
inherently risky processes,

-
high volume or high dollar transaction processing.

Risk can be mitigated with proper controls. Controls in place should be commensurate with the amount of assets and inherent risk present.

Documentation of processes can help to mitigate risk.

Documentation of processes can also aid process improvement.

We directly considered the annual; budget, reserves, the number of employees, the number of agencies involved, the impact of a board, the dollar amounts expended annually, prior audit opinions and the sensitivity of data.

During this audit, we developed control narratives that provide a high level description of key processes.  These control narratives can be used by management, external auditors and internal auditors to identify key controls and for process improvement.  

We developed about twenty pages of controls documentation on key processes.  The control narratives are organized according to these subject and/or processes:


-
General Controls,



-
Operations – Invoice Review and Approval Processes,  


-
Agency – Invoice Review and Electronic ACH Processes,


-
Cash Receipts – Revenue Cycle,


-
Payroll Cycle,


-
Information Technology General Controls,


-
Financial Statement Preparation.

The St. Louis County Auditor’s Office identifies processes with risk and develops the initial control narratives,
Department, division and agency management are responsible for the content.  They should be updated annually prior to year end (or fiscal year end).  St. Louis County Fiscal Management is the custodian of the completed and approved narratives.  They are used by management, internal and external auditors.  These control narratives are typically incorporated into audit workpapers.

Attachment III   Funded Agencies 


The PLB has established detailed, written Agency Eligibility Requirements.  This is a listing of the currently funded agencies as of the period audited:


  1.     Association on Aging
 2385 Hampton Avenue

St. Louis Mo 63139

  2.     Bridges Community Support Services
 3114 Sutton Blvd.

 
Maplewood MO 63143


  3.     Canterbury Enterprises Inc.
 7228 Weil Ave


St. Louis MO 63119
   

  4.     Center for Specialized Services
 11786 Westline Industrial Dr,
St. Louis MO 63146


  5.     Children’s Home Society
 1167 Corporate Lake Drive
  
St. Louis MO 63132


  6.     Community Alternatives

        12825 Flushing Meadows Ste 200 
Town and Country MO 63131

   
  7.     Delta Gamma Society

        1750 S. Big Bend Blvd.

Richmond Heights MO 63117


  8.     Easter Seals Midwest

        110 North Elm Avenue

St. Louis MO 63119


  9.     Epworth Children and Family Services 110 North Elm Avenue  

St. Louis MO 63119


10.     Great Circle


        330 North Gore Avenue

St. Louis MO 63119
 
11.     Greater Region YMCA

        600 Loughborough
  

St. Louis MO 63111  


12.     Heartland Industries, Inc.

        9727 Green Park Industrial Dr.
St. Louis MO 63123-7241


13.     Jamestown New Horizons

       1530 Old Jamestown Road

Florissant MO 63034
14.     Jewish Community Center
       2 Millstone Campus Drive

St. Louis MO 63146


15.     Lafayette Industries North Inc.
       4621 World Parkway Circle

Berkeley MO 63134


16.     Lafayette Work Center

       179 Gaywood Drive

Manchester MO 63021


17.     Lifebridge Partnership

       1187 Corporate Lake Drive #100
St. Louis MO 63132


18.     Mercy



       615 S. New Ballas Road

St. Louis MO 63141




19.     MERS/Missouri Goodwill

       1727 Locust Street

 
St. Louis MO 63103


20.     OASIS St. Louis


       11780 Borman Drive Suite 400
St. Louis MO 63146


21.     OATS, Inc.


       186 NW Industrial Ct. 

Bridgeton MO 63044


22.     Options for Justice

       200 South Hanley Road Suite 207
St. Louis MO 63106


23.     ParaQuad, Inc.


       5240 Oakland Avenue

St. Louis MO 63110


24.     Project, Inc.


       2828 Brannon Avenue

St. Louis MO 63139


25.     Rainbow Village Properties Inc
       1240 Dautel Lane


St. Louis MO 63146
26.     SSM Health Care


       1195 Corporate Lake Drive
  
St. Louis MO 63132


27.     St. Louis ARC, Inc.

       1177 N. Warson Road

St. Louis MO 63132


28.     St. Louis Community College
       3221 McKelvey Road Suite 200
St. Louis MO 63044


29.     St. Lukes Hospital

       232S. Woods Mill Road

Chesterfield MO 63017


30.     Sunnyhill, Inc.


       11140 South Town Square Ste 101
St. Louis MO 63123


31.     The Recreation Council

       200 South Hanley Road Suite 100    St. Louis Missouri 63105


32.     Tree House of Greater St. Louis
       332 Stable Lane


Wentzville MO 63385


33.     UCP Heartland


       13975 Manchester Road Suite 2
Manchester MO 63011
34.     Valley Industries


       143 B McDonnell Boulevard
Hazelwood MO 63042 


35.     YWCA Metro St. Louis

       3820 West Pine


St. Louis MO 63108
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